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Introduction

Scrolling through Instagram one evening, you see an adver-
tisement for a product you had looked at earlier online. 
Driving to a new restaurant with Google Maps, you are 

informed of any delays based on real-time traffic data. Listening 
to a music streaming service, you may have a “Suggested Artist” 
pop up based on a song you’ve streamed upward of, say, 20 times.

All these examples are commonplace today, and all involve data 
collected through the Internet of Things (IoT), a mesh network in 
which objects and services that people interact with every day 
collect and share data with one another.

The lifeblood of IoT is data. A user’s interaction with one device 
produces data, which then informs the behavior of another device 
with that user, and so on. Data sharing isn’t a new concept: Data 
has always been king. However, IoT takes it to the next level, 
enabling the value of data to grow exponentially through com-
parative analysis, predictive modeling, and machine learning 
solutions that connect previously disjointed components of any 
given process.

With the Internet of Things, the very definition of what qualifies 
as a component of any given process or solution is transformed. If 
literally every object, every “thing,” is capable of providing some 
sort of data, then every “thing” becomes a source of information. 
This information can be analyzed, leveraged, and processed in a 
variety of ways with infinite applications, increasing the potential 
disruptive impact of that initial data you collected.

About This Book
Want to learn how IoT works and how it can help your organiza-
tion? You’ve come to the right place. IoT For Dummies, ClearObject 
Special Edition, explains IoT with simple language and examples 
that provide tangible, actionable examples to illustrate the mean-
ing of all the buzzwords. It explores just some of the industries 
poised to benefit greatly from IoT and shows how IoT can apply to 
a wide range of business opportunities.
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Icons Used in This Book
To make it easy to navigate to the most useful information, these 
icons highlight key text:

Follow the target for tips that can save you time and effort.

Watch out for these potential pitfalls on the road ahead.

Take careful note of these key takeaway points.

Read these optional passages if you crave a more technical 
explanation.

Beyond the Book
After reading this book, I hope you will understand just how revo-
lutionary IoT can be for your business, and want to consult with 
an IoT solutions provider. You can find out how ClearObject can 
help you develop a custom IoT solution that puts your data to 
work at www.clearobject.com.

http://www.clearobject.com/
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Chapter 1

IN THIS CHAPTER

 » Discovering that every object can 
produce a data stream

 » Understanding that all data streams are 
potentially useful

 » Looking at why some people fear IoT

 » Dispelling some myths about IoT

The Internet of Everything

The Internet of Things (IoT) is the real result of an applied 
principle: If you connect every tangible “thing” to the 
Internet, you create a network of shared data components.

Consider the example of the Hidrate Spark connected water  bottle. 
The Hidrate Spark is a smart water bottle that uses information col-
lected from embedded sensors to track the user’s water consump-
tion. The bottle glows to remind you to hydrate when necessary.

On its own, the data generated by this product is minimally exciting 
and marginally valuable. However, the Hidrate Spark is simply one 
component of a potentially far-reaching solution. The bottle inter-
faces with Fitbit and other iOS/Android applications such as Google 
Fit, Apple Health, Under Armour Record, and Nokia Health Mate.

This simple correlation between an object that collects informa-
tion on water consumption and a fitness tracker opens a wealth of 
information. Now, your water bottle knows how much you need 
to consume to compensate for sweating it out in that spin class or 
to cancel out the sodium from that bag of chips you had at lunch. 
It can compare Apple Health metrics about your vitals with your 
overall hydration levels and help determine if certain symptoms 
are the result of simple dehydration, or something more serious.

Hidrate Spark is one example of how an unremarkable, every-
day item can prove far more valuable when leveraged as a single 
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component in a greater system. The chapters of this book provide 
more diverse industry examples in a similar vein to illustrate how 
no “thing” is exempt from IoT.

This chapter brings you up to speed on some basic IoT concepts 
and principles. It introduces data streams and mesh networks, 
and how IoT harnesses them to mine information that can be put 
to work for both consumer and other business purposes.

Seeing Every “Thing” as a Data Stream
Every tangible “thing” is capable of producing a data stream — the 
raw data that is naturally produced through an object’s function. 
For example, a light switch turns on and off a certain number of 
times every day. That is a tangible, actualized number that can 
be captured. The way that data is used, the way it functions, the 
manner in which it is collected, and the other things it can be con-
nected to, all provide opportunities for further data collection and 
correlation.

The world of IoT is a world of connections. Every object, every 
process, every “thing” becomes a live data stream that is only 
fully actualized when connected to other “things” that inform 
and analyze that data.

IoT offers exciting possibilities for consumer applications as well 
as more industrial applications. For example, your car might 
notice that you are driving erratically, drifting in and out of lanes, 
and offer to book you a room at a nearby hotel so you can get some 
sleep. When you accept the offer, the car works with your GPS to 
locate the nearest hotel and plot an efficient course. Then, having 
located the hotel, it connects you to your phone via Bluetooth to 
call the front desk. All of your consumer devices could potentially 
form a mesh network to serve you better.

Mesh networking connects multiple, tangible devices forming a 
single Internet-enabled bridge with no particular hierarchy or 
order of importance. There is no central server, and each device 
talks as directly as possible to every other device.

Mesh networks reinforce the idea that all data is of value by plac-
ing an emphasis on the connections made between data streams 
and not simply on the perceived value of any one data source.
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Mesh networking on a global scale could result in a “no dead 
zone” utopia of total Internet connectivity in the future. However, 
to realize its full potential, mesh networking is heavily dependent 
upon 100 percent participation rates. If even one component or 
individual user is removed from the network, the ripple effects 
are potentially devastating for the entire system.

Mesh networking illustrates the vital importance of relational 
 connections — that is, the manner in which data and “things” can 
derive value from their ability to correlate to other active data streams.

All Data Streams Can Be Useful
Understanding how to correlate and connect every component 
in a system is the key to revealing the meaning behind the data 
streams, informing the way we think about or use that “thing,” 
and uncovering new potential uses for any given object.

In such a system, each thing has value. Even if the data collected 
from that particular component seems insignificant on its own, 
its relationship to other data and/or its ability to serve as part of a 
global mesh network provide worth (remember the Hidrate Spark 
example). Even if it is just another node in a larger system, the 
object’s function as part of a bridge to more data gives it value.

For example, suppose you collect data on tire pressure. Doing so 
doesn’t require new technology, but it also doesn’t seem very 
useful on its own. This information has a very specific and limited 
use as an individual data point.

However, if you correlate the tire pressure data with data gathered 
from other parts of the vehicle, that combined data set can be used 
to find patterns and perhaps better understand the vehicle’s overall 
performance. For example, does the drop in tire pressure correlate 
with other measurable data points you can collect from the vehi-
cle? Does tire pressure correlate with engine temperature, speed, 
axle temperature, elevation, incline, or torque? Establishing per-
formance patterns, of which tire pressure is just one component, 
can lead to larger data-driven innovations for future iterations.

Everything is a potential data source, from your electronic tooth-
brush to a home alarm to micro-sensors embedded in devices. 
This data has the potential to provide enormous value when 
 leveraged appropriately.
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Understanding Why Some People Fear IoT
The Internet of Things realizes its full potential when it is enabled 
to operate to its fullest extent. The more devices you have feeding 
data into IoT, the more correlations, connections, and value you 
can find.

However, there are pros and cons to submitting to total mesh net-
working. After all, if everything is a gateway, everything is a door 
that allows you (and potentially others) access to anything con-
nected to that same system. More devices mean more data, but it 
also means more points of vulnerability. While mesh networking 
opens up Internet access points, it is still largely unregulated.

Why is any area of unregulated networking and data collection 
a problem? It’s like having a building with no doorman. Anyone 
from anywhere, with any intention, can suddenly enter the build-
ing. There is increased foot traffic and increased risk. Not to men-
tion, it makes residents resentful that they pay for access to the 
building when it’s a free-for-all for everyone else. The building 
has no security, and no real rules about how to operate within 
this space.

If the Internet of Things is about granting widespread access, 
that sort of “Wild West” mentality means that developers aren’t 
always operating with a prescriptive security playbook when they 
design and deploy solutions, especially “low-value targets” such 
as a children’s toy.

Think back to the WannaCry attack in May of 2017. This attack not 
only forced Congress to begin examining the legislative ramifica-
tions of data collection on the Internet, but it provided an excel-
lent example of the very real dangers of an insecure Internet of 
Things. WannaCry is ransomware, a type of software that encrypts 
data and holds it hostage until it has received notification that the 
ransom has been paid. WannaCry is considered a network worm 
because its ability to infect is predicated on it entering a network 
of connected devices. WannaCry transported itself by scanning for 
vulnerable systems and then installing and downloading a clone 
of itself into that weakened system. When the virus gained access 
to a computer, it then had access to all other computers connected 
to its current host.
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The WannaCry attack illustrates the worst parts of IoT. Many of 
the subsequent concerns about IoT are born from a lack of knowl-
edge, an inconsistent application of IoT, and poorly secured solu-
tions that result in negative experiences. None of these problems 
are endemic to IoT; rather, they are indicative of the dangers 
unregulated IoT poses. WannaCry was enabled by an outdated 
version of a Windows operating system. If there were some sem-
blance of policing or standardization, you would not be faced with 
outdated applications that are no longer able to apply security 
patch updates. Ideally, uniform security standards would demand 
that outdated software be forced out to remain in compliance.

LESSONS FROM A BOT ATTACK
Remember that day in 2016 when your favorite sites shut down? 
Netflix, Twitter, HBO, Reddit, and many others fell victim to one of the 
largest “distribution denial of service” (DDoS) attacks.

The hackers broke down the firewalls of these companies with a bom-
bardment of individual devices (the Mirai bot attack) reprogrammed 
to break through and gain access to valuable systems. The ramifica-
tions of the attack were widespread, including an interruption of 
cloud services.

The hackers took over unsecured, individual devices (primarily per-
sonal electronics) and programmed them to run attacks on these 
larger networks. The normally impenetrable systems were faced with 
attacks so numerous that they were overwhelmed.

This example illustrates the difficulty of gateway security. Something 
as benign as a child’s toy that is connected to your home Internet 
system provides a back door. It gives a hacker access to that system 
and everything else connected to it: laptops with passwords and 
 personal data, alarm systems, and so on.

The unprecedented access hackers gained was largely due to an incon-
sistent, unregulated standard of security around Internet-enabled 
devices. There was no industry standard, and no minimal require-
ments that would have prevented for this kind of attack. As IoT evolves, 
it demands a higher quality of legislative and industry-wide protections 
that ensure the system cannot be easily leveraged against itself.
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Think of IoT as you do any other new technology. Almost every 
great innovation has been accepted only after vetting and 
 community education on how to properly leverage this new tool. 
Learn all you can and properly participate in IoT — you have 
nothing to fear!

Dispelling Some IoT Myths
Any technology as powerful as IoT is sure to be misunderstood. 
Here are some of the common myths about IoT solutions, and the 
real story behind each one:

 » IoT is too complex to retroactively implement into my 
existing work structure. Change is hard, and change can 
be painful. No one wants to hear that they have to alter their 
workflows, disrupt production, learn new technology, or 
invest additional funds into something that is functioning at 
an “acceptable” status quo. However, with the right partner, 
IoT solutions do not have to be carried out with a “rip and 
replace” mentality. Current infrastructure can be worked into 
an innovative solution.

 » IoT is a massive security risk. So is the “keyless” car, with 
push button start technology that can be hacked. So is using 
a credit card online. However, as with these other technolo-
gies, the benefits of the IoT outweigh the risks. When done 
properly, IoT solutions do not make you any more vulnerable 
than any other technical solutions.

 » IoT is something that may or may not impact my 
industry. IoT is already affecting your industry, even if you 
don’t fully realize it. The very core of IoT is that every single 
tangible item can become a connected component that 
produces data. That means that no industry is excluded from 
the IoT revolution.

 » Widespread IoT may or may not happen. IoT is already 
happening. There is nothing slowing this train down, and it 
is time to hop on board. Chapters 5 and 6 provide some 
examples of IoT projects currently under way in a variety of 
industries.
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Chapter 2

IN THIS CHAPTER

 » Evaluating data privacy issues

 » Understanding the importance of 
security

 » Understanding legislative issues 
affecting IoT

Making Data Collection 
Secure and Trustworthy

Congress has started to legislate security standards for the 
Internet, and specifically IoT.  How society handles the 
security of IoT will determine its overall success, in terms 

of both popularity and system integrity. This chapter introduces 
the key issues pertaining to IoT data privacy and security, as well 
as important legislation.

Dealing with Big Brother
For many people, the Orwellian threat of unwanted surveil-
lance is an obvious potential outcome of not only an actualized 
IoT solution, but the practices of monitoring and data collection 
that accompany it. If everything is producing data, being asked to 
share that data across a global network can be intimidating.

As I state in Chapter 1, IoT works best when all the data is shared 
among all the nodes, but doing so is a frightening prospect from 
the standpoint of privacy and security. Can you ensure that only 
the data you want shared is collected, or does limited data sharing 
diminish/defeat the purpose of IoT? Is it possible to give control 
over the data that is shared to the owner of the devices, or is the 
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self-selective data inherently tainted when removed from its full 
context? At some point, do you need to trust that the people in con-
trol of the data are sufficiently kept in check by the laws currently 
in place? Do I want to share that much insight to my behavior?

Simply put: Do I want anyone to know that level of detail about me?

Some areas we as a global society need to address around IoT 
security include the following:

 » Data ownership: Who owns the data that is produced, and 
who should profit from it? Until we know the answer to this 
question, it is hard to establish regulations around collection 
and processing of data.

 » Incentive-based data collection: If we incentivize participa-
tion, or gamify its collection, we can maximize the data 
collected, but we must address the regulations around these 
incentives.

 » Industry based regulations: Certain industries already have 
security compliance standards in place. These standards 
must be considered and accounted for, but these industries 
should not be excluded from the benefits of IoT.

 » Continued legislation: Congress has just begun to address 
some areas of regulation over the Internet and IoT. The 
innovation is currently outpacing the legislation, and 
potential loopholes are solidifying before there is a chance to 
put protection in place.

 » No grey areas: There can be no uncertainty and no easily 
exploited loopholes in our understanding, mandates, and 
standards around IoT security.

These are all areas that demand further exploration as we move 
into a world where IoT is becoming the norm.

Leaning into Security
The same concerns most people have about sharing their data 
extend to securing that same data once it has been shared. Largely 
due to a lack of regulation, there have been instances where it was 
unclear who actually had ownership or governorship over certain 
data. Does the ownership fall to those with access to a network, 
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and do they get to own whatever data they find? Does the data 
belong to those who generated it? Or, does the data belong to the 
creator of the device producing the data? If we don’t know who the 
data belongs to, who is responsible for securing and  protecting it?

Once I grant you access to my data, how can I be sure you will 
keep it safe?

It is one thing to recognize the value of collective data pooling, 
and it’s another to understand how to achieve this without com-
promising security. The principle of “benchmarking” is easy to 
understand: If I share information or provide a particular met-
ric and can then compare it to others, it provides context around 
the data. However, in order to incentivize participation or data 
sharing, you must be able to prove that the data will be secured. 
Having a standard set of requirements that you use to prove com-
pliance goes a long way toward that end.

For example, consider Equifax. The company was founded around 
credit protection. The company collected personal data relating 
to individuals’ credit histories in one massive database. Everyone 
participated and shared information, understanding that the col-
lective data had power. Your credit score only carries merit when 
it can be compared to other individuals’ scores; otherwise, it is 
a meaningless number. When Equifax was entrusted with that 
amount of shared, encrypted information, somehow the data 
became exposed in one of the largest breaches in history. This 
kind of lapse in security is not particularly encouraging, nor does 
it incentivize future participation in data pooling.

WannaCry and a host of other attacks have made one thing very 
clear: Although many companies encourage and even plan for 
data pooling and component connectivity, they often put the cart 
in front of the horse. They don’t consider or adequately prepare 
for the resulting security ramifications.

What steps can be taken to protect the users and data sources that 
make IoT work? Some good places to start are to:

 » Legislate: Wrap laws around IoT to ensure the protection of 
data and users. The next section covers legislation in greater 
detail.

 » Update: Mandate that outdated systems be brought up to 
the evolving standard of security.
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 » Educate: Better inform the public, as well as industry 
employees, about the risks around security, and prepare 
them to be their own first line of defense.

 » Proliferate: Cast a wide net of secure and safe IoT around 
day-to-day activities, to familiarize people with its functions 
and benefits.

Considering the Law and IoT
The Internet is a complex, largely unlegislated landscape full of 
valuable information with multiple access points to that infor-
mation. As society continues to develop a deeply interwoven 
dependency on the Internet, we need to extend the same men-
tality regarding its legislation that we do to other aspects of our 
daily lives. We regulate tobacco, we regulate business and com-
merce, we regulate human behavior . . . all things with enormous 

SELF DRIVE LEGISLATION
Some of the legislative updates that affect IoT seem relatively minor but 
are far reaching. The SELF DRIVE Act was passed by the House of 
Representatives and, as of the time of publication, has been referred to 
the Committee on Commerce, Science and Transportation in the Senate.

This bill would extend the control of the National Highway Traffic 
Safety Administration and the Department of Transportation to auto-
mated vehicles in addition to the traditional, manually operated vehi-
cles we are more familiar with.

The legislation is less about the expansion of departmental power 
and more about expanding the definition of the word “vehicle.” No 
longer does that word strictly apply to a manually operated piece of 
machinery.

Thus, every current and subsequent law that applies to the safety and 
regulation of a “vehicle” would extend to automated cars, protecting 
future development in the automotive industry.

This legislation addresses current innovative development while 
ensuring a regulated future.
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potential to do great damage when left unchecked. The Internet 
is no different.

I’m just a bill . . .
The Internet of Things Cybersecurity Improvement Act of 2017 
was drafted as the first legislative response to the Mirai bot 
attacks that resulted in Internet chaos one year prior.

The goal of this bill is to prevent future attacks. Hackers have 
learned how to leverage the power of IoT to their advantage. This 
bill outlines how the government can arm itself against cyberse-
curity threats by mandating new security standards for anything 
and everything connected to government networks.

The bill mandates that before the government can purchase digi-
tal devices or software, all of the device’s or software’s known 
vulnerabilities must be disclosed, and the product must meet 
minimum standard security specifications. In some cases, com-
pliance with this legislation will require replacing technology 
already in use.

Here are some key facts about this important legislation:

 » The bill serves to inform the general public. This legisla-
tion outlines the basic security standards you should require 
and demand for your own network.

 » It also serves to inform solution providers. IoT solution 
providers now know what will be expected of them. The 
legislation establishes a level of consistency and uniformity 
in a previously self-monitored sector.

 » This is just the beginning. The bill contains some broad 
definitions (see the sidebar on the SELF DRIVE Act earlier in 
this chapter). Congress has work to do to better define what 
technologies will be held to these standards.

 » It’s concerning the bill took this long. Moving forward, 
these types of regulations must be a priority and must 
anticipate potential issues regarding the legality of IoT.

The law is largely responsive, not anticipatory. Although it is con-
cerning to see how exposed you have been without the protection 
of this legislation, it’s important to remember that everyone is 
new to the world of IoT — even legislators.
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Net neutrality
Net neutrality is the idea that access to the Internet should equally 
enable all content, applications, and platforms, regardless of their 
source. The FCC voted near the close of 2017 to repeal Obama-era 
net neutrality protections.

Net neutrality advocates equal Internet access for all subscribers 
and content providers. Legislation from the Obama era treated the 
Internet as a public utility, thus extending equal service protec-
tion to all customers. The FCC voted to walk back net neutrality 
legislation from 2015, allowing Internet providers to create free 
market competition, exempt from public utility protections.

Those who oppose the FCC rollback argue that the changes to this 
classification open the door for providers to control the qual-
ity of consumer access to the Internet, forcing higher prices in 
exchange for quality service. The loopholes could allow providers 
to slow down or deny access to certain sites or applications based 
on the price you are willing to pay.

Another major argument against the repeal of net neutrality leg-
islation was that it would stifle innovation. Some concerns about 
the repeal and innovation include: 

 » The fact that some prominent businesses (Amazon, 
Facebook, Google, Reddit, and Netflix, for example) rely on 
equal access to the Internet to sustain their global platforms.

 » The repeal limits access to the resources and research that 
help startups get their ideas off the ground.

 » Commerce is shifting, and billions of dollars of business is 
conducted online. Eliminating free access to the Internet 
hurts the bottom line of this emerging economic sector.

 » IoT relies on connectivity, and the uneven access that would 
be caused by varying service speeds and blocked applica-
tions would totally disrupt the principles of IoT.

The repeal of net neutrality has the potential to be extremely det-
rimental to IoT adoption. Without the protection of net neutrality, 
there is no way to ensure the connectivity of certain components 
or applications in any uniform manner.
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Chapter 3

IN THIS CHAPTER

 » Recognizing the importance of end-user 
experience

 » Learning how to create an inviting 
product

 » Thinking about how IoT fits into process-
based operations

Designing IoT Systems 
That Engage Users

Once you have addressed security concerns, the main focus 
of any IoT solution should be creating interaction points 
with IoT that are so inviting and user friendly, they 

become irresistible.

The IoT anthem “everything is a data source” extends to users 
as well. How they interact with the “things” in a greater network 
often determines the amount, and the quality, of the data pro-
duced. This chapter introduces the basics of designing IoT sys-
tems that engage users.

Creating Value through  
the User Experience

The success of IoT ultimately lies in the amount of interaction you 
can design between the user and the data collection points. After 
all, user-sourced traffic services like Waze become obsolete if no 
one bothers logging in to document traffic incidents.
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So how can you assure that users are so enticed by the devices and 
things that connect them that they want to share their data? The 
answer is pretty simple: Include them in the design process.

When IoT first hit the tech sector, there was an overwhelming 
rush to explore the potential it held. This resulted in the mar-
ket being flooded with over-engineered solutions, platforms, and 
toolsets. Everything IoT could do became wrapped into industry 
offerings. No matter the level of importance or actual benefit to 
the end consumer, all the data that could be collected was col-
lected, without much thought as to why or for whom. Rather than 
asking users how they performed a daily task and applying rel-
evant data to better inform that process, solutions overloaded 
users with data and information.

Intelligently selecting the data to gather
A crucial element at the beginning of any IoT solution’s develop-
ment process is the ideation phase. In this phase, solution providers 
consider how to intelligently design a solution that accomplishes 
a designated set of tasks and proves valuable to the user.

IoT is capable of gathering data from just about anything, but the 
key to a quality IoT solution is to determine what portions of the 
data are worth collecting, and for what purpose.

The driving questions behind the development of any IoT solution 
should be:

 » What data? What data are you trying to capture and 
analyze? With IoT, endless streams of data are available. 
Isolating those with applicable value is essential.

 » For whom? This informs the previous question, in that your 
solution should identify the data that would better inform 
your user’s current methodology behind whatever process 
or interaction you curate.

 » To where? Where is this data being sent? Are you processing 
or correlating any of the streams prior to their viewing? 
Where is it stored? Establish the flow of your data stream.

Answering these questions early in the process eliminates many 
of the obstacles to user engagement. Take the time up front to 
understand some basic user engagement patterns. How do your 
customers interact with your product or process currently? What 
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are their pain points? Do they always fully develop the interaction 
or jump ship halfway through? What can you learn about the way 
they currently interface with your solution or product?

Engaging the user with appealing design
Making a solution that is intuitive to a user and easily incorpo-
rated into a current process results in higher engagement rates. 
Your goal should be to create a solution that is sophisticated and 
complex in function, but simplistic in its materialization.

In seeking ways to engage users, remember that the current work-
force still includes many for whom technology was not a part of 
their education or daily life early on. This group interacts with 
technology very differently than those who grew up in the age of 
the iPhone. In addition, many industries are often overlooked when 
implementing or planning for technical evolution, because it isn’t 
as obvious how technical solutions could be applied within that 
field (agriculture is one example; Chapter 5 talks more about that).

Here’s a big-picture look at the phases of producing an intelli-
gent, user-centric product:

 » Discover: Bring together the consumer and the solution 
providers or designers. Make sure that everyone involved in 
the project is aware of the requirements and constraints. 
Better understand and level-set everyone’s expectations.

 » Design: In addition to listing requirements, address the 
end-users directly. How do they interact with their current 
solution? What concerns them? What can your solution do to 
proactively address these issues? Prototype, test, and 
architect your solution.

 » Deliver: Implement your solution, but understand that it is 
still in its first iteration. Your first attempt at a solution 
should address the primary needs of the end-user, but it 
should also be constructed with expansion in mind.

Don’t get lost in the weeds. Too often, those looking to imple-
ment an IoT solution want a “one and done” all-encompassing 
solution. In reality, you often don’t know what data will be most 
valuable until you start collecting it, and you don’t know how it 
will better inform your process. Tweaking and iterating solutions 
is part of the IoT process.
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Implementing IoT in Processes
Not every IoT solution implementation results in a product. In 
many cases, user interaction with IoT occurs during a production 
process or workflow. These user experiences are just as important 
as iPhone users’ experiences with their phones, if not more so.

Ultimately, the data collected during any process or workflow 
relies on the workers using the system properly and with regular-
ity. If the workers don’t like using the system, or can’t figure it 
out easily, data collection and utilization suffer.

How IoT informs a workplace
A variety of solutions on the market today collect, store, and cor-
relate documents and data produced in the workplace, resulting in 
a more information-rich environment for everyone from execu-
tives to line workers.

Remember that the deliverables of an IoT solution are not limited 
to a physical product, but can also include process improvements.

Here are some examples of the way IoT solutions and data collec-
tion can inform the workplace:

KEEPING IT SIMPLE
An iPhone has more technological capability than some computers, 
and yet children and Baby Boomers alike have no problem interacting 
with it. That’s because it has a well-designed, user-friendly interface.

The function and capabilities of the iPhone are vast, but you  
would never know by simply looking at it. Consequently, personal 
 smartphones are a huge source of data collection. The information 
gathered from user interaction with applications on the phone inform 
product development and sometimes entire service industries.

It’s okay to create something complex, as long as you design it to be 
intuitive. Doing so will help ensure that the user participation required 
for data collection and overall solution success will occur.
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 » Content management: Having cohesive forms of documen-
tation or automated documentation of data readings stored 
in a single, accessible database can make your organization 
more cohesive.

 » Asset tracking: Knowing what is working, performance 
metrics, and the potential for disruption makes a business 
more efficient no matter what its product or service is.

 » Customer service: Being able to run diagnostics on a 
product remotely, or access product information on 
demand, can greatly improve customer service. Additionally, 
certain IoT solutions enable automated customer service, 
allowing customers to run their own tests and walk through 
triage steps independently.

 » Workforce fulfillment: Data can inform resource allocation, 
helping businesses understand what actions to take to 
ensure a certain level of productivity, whether it’s hiring extra 
workers or moving staff between departments.

 » Access to information: IoT unlocks new levels of informa-
tion accessibility across an entire organization. Location and 
departmental divisions stop being information barriers 
because all decision-makers who need information have 
access to it. Rather than being limited to the data collected 
by your department at your location, you can cross refer-
ence with other locations’ data and develop a much more 
accurate benchmark.

Data is valuable. Collect it, connect it, and dissect it. The more you 
know, the more you can do to maximize productivity.

Gathering data from users
Sensors and monitors are great ways to collect data, but at the end 
of the day, users are the actual gold mine. Every person becomes a 
“thing” in the Internet of Things through their day-to-day inter-
actions with other components of this globally connected system.

As pervasive as technology is, it is almost impossible to go a day 
without experiencing it in some manner. However, the value of 
humans as data sources is not limited to specific interactions with 
something technical. Habits and behaviors of the average human 
are just as informative as the diagnostics from a piece of factory 
equipment.
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Here are some ways that users can change the nature of data: 

 » Improper or non-traditional use of an item can provide 
valuable data about the potential and usability of that item.

 » Avoidance or inability to interact with a “thing” speaks to the 
effectiveness of that “thing” as a data source.

 » Frequent use of a “thing” or service speaks to its strengths, 
usability, or perceived value, and can inform future offerings.

 » Pain points can easily be identified, and you can design 
solutions to target these issues directly.

The collection of data cannot be totally unfettered, so be sure to 
consider the security concerns addressed in Chapter 2.
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Chapter 4

IN THIS CHAPTER

 » Discovering how IoT touches every 
industry

 » Exploring how IoT works with specific 
industries

Understanding the 
Implications of IoT

IoT is often unfairly characterized as something that belongs 
firmly in the tech sector simply because its implementation 
involves technology. In reality, IoT can benefit any industry 

that relies on data to make better decisions  — in other words, 
every industry.

This chapter explores a few industries that currently have 
IoT  projects underway or have enormous potential to benefit 
from IoT.

How Every Industry Can  
Benefit from IoT

IoT offers a huge economic gain for any organization in the form 
of monetized data. This data is already being produced, though it 
often is not being collected or correlated in any way that makes 
it valuable. Successful IoT solutions identify what data can be 
valuable, collect it, and present it in a manner where that value 
becomes tangible.
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Data streams are revenue streams
For businesses still debating the merits of implementing IoT ini-
tiatives, consider this: IoT has the potential to establish multiple 
new revenue streams for your organization. Most organizations 
are sitting on a gold mine of data, which can be harvested for both 
informed decision-making and profit. Here are some ways that 
IoT profits a company, regardless of its industry:

 » Establish more effective processes. Data can help identify 
where a process creates delays or bottlenecks. Once you 
understand how you currently do business, you can better 
understand how you could be doing business.

 » Create more efficient products. You can track product 
performance and begin to establish benchmarks and 
thresholds that can ensure customer satisfaction, enable 
automated diagnostics, and evolve product design.

 » Make your solution sticky. The data you can provide your 
customers makes it hard to “rip and replace” you. Show your 
customers the value you provide and leverage that data to 
tailor your service.

Manufacturing: A case study
Imagine if you could know that a piece of machinery in your 
assembly line would need to be replaced in two weeks. Now, 
think about the ramifications of having this information. It 
would enable you to order the necessary parts in advance, change 
your workflow to accommodate the repair, and minimize the 
disruption.

Imagine what it would look like if a machine could self-correct 
and adjust based on real-time data informing its own perfor-
mance, as well as the performance of other machines around it. 
The result would be an increase in efficiency and synchronization.

Manufacturing is one of the older, more established industries. 
Pairing that with the innovative world of IoT can seem like 
a daunting task, but there are many ways to implement IoT in 
existing systems:

 » Retrofit your machines with sensors to gather diagnostic and 
performance data.
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 » Measure production speed and average cost through asset 
visualization.

 » Simulate changes to the workflow and observe potential 
issues in a risk-free environment.

IoT is about connections. If you can connect your organization to 
the data of one component in your process, the data will be valu-
able, but that value is multiplied with every additional connection 
you make.

Teaching an Old Dog New Tricks
Looking at manufacturing in the preceding example contradicts 
the adage, “You can’t teach an old dog new tricks.” No industries 
are too entrenched to benefit from the innovation that IoT brings.

REDESIGNING THE FACTORY
Schaeffler, a European based manufacturing group, has totally rede-
signed its factory and production process to take advantage of IoT.

Before production begins on any of the company’s products, it’s 
already being informed by data. Digital modeling tools track a variety 
of factors to establish metrics that the product later can be tested 
against.

All active products are equipped with sensors that feed live data back 
to Schaeffler engineers, allowing them to address performance issues 
proactively or more accurately diagnose issues in the future.

Comparing this live data to the previously established testing metrics, 
they can trigger performance alerts and allow users to make adjust-
ments that prevent failure.

Because all of the data from all of their locations and facilities across 
the globe can be aggregated and used as a benchmarking tool, the 
data is more powerful and reliable, thus more valuable.
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However, it’s important to balance the potential benefit of imple-
mentation against its cost. How much can you automate, and how 
much should you automate? What are the implications for the 
workforce in the economic equation?

No, robots won’t take your jobs
No matter how advanced technology becomes, there is simply no 
iteration of society that makes human involvement in any process 
obsolete. When you start talking about automation and technical 
advancement, workers typically ask, “What happens to me?” It’s 
a legitimate fear, but one that can be allayed by understanding 
the realities of the situation. Here are some reassuring (and true) 
reminders about IoT implementation:

 » Human beings run the robots. Someone has to instruct, 
inform, and adjust the tools and machines that your system 
is collecting data from. Automation has not yet been 
completely, uniformly adopted.

 » Darwinism won’t allow the rise of the robot. What is the 
incentive to invent yourself out of the equation? The goal is 
not to make humans obsolete; it is to supplement where 
possible and improve where needed.

 » Someone needs to code. As society and needs evolve, 
technology must also evolve. Someone must constantly be 
developing, changing, and retooling the technology.

Create the workforce you need
Many workers will react to the list in the previous section with some-
thing like, “That’s great, but all those roles involve skills I don’t 
have!” That’s why education must evolve alongside technology.

Across the nation there are unfilled software engineering posi-
tions galore. As of 2015, the President’s Council of Advisors on 
Science and Technology projected the need for 1 million more 
STEM-trained professionals than the U.S. would be able to pro-
duce at its current rate of education. The reason for this is a gap 
between the educational curriculum taught in high schools and 
colleges and the jobs that are constantly evolving in the workforce.
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Chapter 5

IN THIS CHAPTER

 » Learning how IoT affects the agriculture 
industry

 » Exploring IoT’s application in the 
transportation industry

Utilizing IoT in 
Agriculture and 
Transportation

IoT is transforming many industries, but two sectors where IoT 
offers tremendous potential are agriculture and transportation. 
This chapter explores the ways these two industries are imple-

menting IoT projects.

Exploring IoT in Agriculture
Much like manufacturing, agriculture is a well-established indus-
try that seems rather removed (both physically and ideologically) 
from enhanced technical evolution. However, agriculture remains 
one of the industries with the greatest potential for IoT-related 
ROI. Effective food production has far reaching implications not 
just nationally, but globally. This section looks at some of the 
ways IoT can assist the agricultural sector.

Improving sustainability
Sustainability is an area where IoT has the potential to make a 
huge difference for agriculture. According to the U.S. Department 
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of Agriculture (USDA), sustainable food production is a manner of 
producing food that preserves and/or is minimally disruptive to 
the surrounding environment so as to create reliable and repeat-
able harvesting. The metrics of sustainable farming are tangible 
and easily collected. For example, if I collect data around the 
growth of barley over time, I can establish the ideal conditions 
for the optimum yield of a barley plant. Rather than artificially 
creating these conditions and potentially disrupting the environ-
ment, I can then identify the locations where barley will thrive, 
and plant accordingly.

Data collection in relation to food production has the potential 
to help improve growing, harvesting, and distribution processes. 
If you are a farmer, imagine how data can affect the decisions 
you make about the treatment and collection of your crop. If you 
can track the average yield per acre of your land, you know the 
production capabilities of your current process. Using this infor-
mation as a starting point, you can begin analyzing the areas for 
potential improvement: Why can I only collect 15 pounds of corn 
from this field, but a whole 27 pounds from a field across the way?

By analyzing every aspect of the farming and production process, 
from crop fertilization, soil water retention, weather patterns, all the 
way to the effectiveness of the machinery used to harvest the crops, 
you can isolate areas where the process can be optimized. If you 
water for an extra 15 minutes, if you lay more top soil, if you slow 
the machines down to ensure they have time to thoroughly harvest 
all available produce . . . suddenly you can increase your yield.

The Food and Agriculture Organization (FAO) of the United 
Nations predicts that food production must increase by 70 per-
cent by 2025  in order to meet worldwide demands. That is an 
astronomical leap in productivity, and something that cannot be 
achieved using current methodology.

As the population continues to grow and the environment is con-
stantly being altered in fundamental ways, reliable food produc-
tion requires innovation. Smart farming that takes advantage of 
modern technology is economically, socially, and ecologically 
beneficial.

Smart farming is an umbrella term referring to the injection of 
technology and advanced methodology within agriculture. Some 
examples include solar panels, wind turbines, connected soil 
monitors, sensors on machinery, automated processes, agricul-
tural drones, weather tracking, and production metrics.



CHAPTER 5  Utilizing IoT in Agriculture and Transportation      27

These materials are © 2018 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

According to Business Insider (BI), various implementations of 
smart farming solutions can save farmers around $6,000 a year 
on average while simultaneously reducing greenhouse emissions 
by 7–10 percent. Studies show that smart farms increase yield by 
1.75 percent while reducing energy costs to $7–13 per acre, and 
reducing water use by about 8 percent.

In the United States, farmers are showing the immense increase in 
yield simple changes can make. For example, smart farms in the 
U.S. can produce 7,340 kilograms of cereal per hectare of farm-
land compared to a global average of 3,851 kilograms per hectare, 
according to BI research.

Those percentages may sound modest, but agriculture is a huge 
industry, responsible for more than $130 billion of the nation’s 
GDP annually, according to the USDA. Those “modest” cost sav-
ings multiplied against this massive sector of the economy add up 
to a huge savings and advancements in productivity.

Exploring IoT agricultural initiatives
Many agricultural IoT projects are already in progress, and the 
technology has been deployed on a small scale across the industry. 
In 2000, there were about 525 million farms, none of which were 
connected to the Internet. According to a study published in the 
International Journal of Electronics, Communication & Soft Computer 
Science and Engineering, by 2025 that same number of farms will 
have a total of 600 million sensors, measuring everything from 
the moisture in grain silos to the body temperatures of livestock.

BI Intelligence predicts that IoT device installations across the 
agriculture sector will increase from 30 million (in 2015) to 
75 million by 2020.

Here are a few ways agriculture is benefitting from IoT:

 » Sensors that were placed among herds of cows to read body 
temperatures began to establish patterns that correlated 
body temperature to milk production. Using the data 
provided by these sensors, farmers were able to establish 
that milk production increased by around 10 percent when 
the cows were kept at a certain temperature.

 » The Rowbot is an automated vehicle designed to move 
between rows of corn and apply fertilizer tailored to the 
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crop’s specific needs, inter-seed cover crops, and collect data 
from the soil around the plant. This provides farmers with 
crop diagnostics and allows them to provide data-driven, 
personalized care to their yield.

 » Wind turbines used to generate electricity are being 
monitored and analyzed to plan for future turbine installa-
tions. A single modern wind turbine has more than 400 data 
points that transmit information more than 60 times per 
second.

As interesting as these individual implementations are, agricul-
ture can benefit most from a large-scale uniformity that would 
allow IoT to reimagine the entire economic sector. If every farm 
could be evaluated for what type of food it could produce most 
efficiently and in what amounts, the results would essentially be 
a custom “cookbook” for successful food production.

For example, after evaluating your land by taking into account 
weather patterns, length of the growing season, soil quality, and 
overall acreage, I would give you a report detailing your optimal 
production setup. Two acres of corn, 3 acres of beans, 42 cows, 
18 chickens, and 7 pigs will allow you to maximize production 
without starving the natural environment around you. If you were 
to supplement your current power source with two wind turbines, 
you could add 20 more cows.

After you enacted this data-driven plan, you could supplement 
the care and harvesting of your crops with more data-driven deci-
sions. Sensors could monitor the water levels in the soil and alert 
you of potential infections on your crops. Sensors taking metrics 
around overall plant health and production could advise you when 
the optimal harvest and replanting times were.

Having this data would allow you to tailor your growth plan, pur-
chasing, and production cycle accordingly. Imagine that process 
being carried out on every farm all over the globe — the entire 
industry operating at its highest efficiency.

Looking at IoT in Transportation
Another major industry poised to be transformed by IoT is Trans-
portation. Cars are computers on wheels, with some vehicles 
having more lines of code required for their functionality than a 
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Boeing jet, according to Motor Authority. The embedded technol-
ogy available in cars, and the potential for data pooling and cor-
relation, provide endless possibility for innovation.

Innovating through integration
While much of the talk about IoT and transportation is centered 
on automated vehicles and a total redefining of the industry (more 
on that later), consider the more immediate, short-term benefits 
of integrating IoT in today’s vehicles.

Based on U.S. Census Bureau statistics, 76 percent of Americans 
drive themselves to work in a leased or owned vehicle. The own-
ership and operation of a personal car is so deeply embedded in 
society that a total overhaul is not likely to occur in the immediate 
future. However, deploying IoT can still offer benefits in current 
models of personal transportation. Here are some examples and 
possibilities:

 » Build an iterative infrastructure. The state of Ohio is 
developing a “Smart Mobility Corridor” that is 35 miles of 
highway equipped with fiber optic cable. This allows data 
scientists and city planners to analyze traffic flow and travel 
efficiency, helping them plan for increased traffic volume. 
The same technology could potentially be implemented 
nationwide.

 » Implement non-disruptive solutions. Adding monitoring 
and measurement need not interrupt existing systems. For 
example, Google Maps monitors traffic patterns and delays, 
and politely suggests alternative routes to save you some 
time, leveraging this real-time data. The information’s 
availability doesn’t fundamentally alter the nature of driving, 
but it provides a major benefit.

 » Analyze public transportation activity. Data-driven public 
transport could potentially result in more efficient and 
available transportation options to make transportation 
more accessible to the masses.

 » Optimize resource allocation. Public transport can benefit 
from IoT in even the simplest of ways. For example, if you 
measure the number of people using public transportation 
and correlate that with the maximum capacity of the given 
transportation method, you can plan for expansion of 
enhanced allocation of resources to meet demand.
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 » Trade value for information. Allstate’s Safe Driving monitor 
collects data on the driving habits of insured drivers by 
installing a small positioning device in the vehicle. Offering 
benefits to consumers (like lower insurance rates) in 
exchange for access to personal data is changing the 
insurance industry and providing valuable data on driving 
habits and accident rates.

Small innovations can have widespread impact on an industry. 
Although automation is on the horizon, smaller IoT projects can 
be implemented in current vehicles and still deliver value.

Welcoming a new era of transportation 
automation
Transportation automation is coming  — and soon. Driverless 
vehicle technologies are poised to revolutionize the entire trans-
portation industry in the next decade. Many leading automotive 
companies have automation projects in development and some 
prototypes have already been deployed to beta testers.

Here are just a few examples of automation projects currently 
under development:

 » The state of Colorado has commissioned its first “automated 
crash truck” to protect road workers along state highways.

 » Ford and Domino’s have teamed up to automate the pizza 
delivery process by having an autonomous Ford vehicle 
deliver pizza throughout Ann Arbor, Michigan.

 » An autonomous semi-truck named “Otto” hauled a trailer of 
Budweiser beer through the Rocky Mountains in 2016.
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Using IoT in Commerce 
and at Home

IoT has the power to redefine entire industries by fundamentally 
altering the manner in which they function. Commerce and the 
home are two areas where IoT changes the very manner in 

which people interact with the industry. This chapter brings you 
up to speed on how IoT has been implemented in these areas, 
spotlighting the changes consumers have seen in e-commerce in 
recent years thanks to IoT and explaining how IoT is transform-
ing millions of homes into Smart Homes.

Enhancing e-Commerce with IoT
I find myself running some sort of errand every couple of days. 
Most of the items on my list do not change: shampoo, soap, paper 
towels . . . things that I know I need at a pretty regular cadence. 
This is a “consumer behavior,” a “purchasing pattern,” a require-
ment that I need to address with consistent regularity.

These behaviors result in an interesting data set if recorded and 
observed. If I purchase two rolls of paper towels with 75 sheets in 
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each roll, and then two weeks later purchase the same amount, 
my average rate of use is one roll per week, or 75 sheets per week. 
Watching this usage rate over a period of time, an analyst could 
begin to predict when I would run out of paper towels. Imagine if 
they sold that data to Amazon, who sold it to Bounty. Then, every 
two weeks, two rolls of Bounty paper towels would show up on 
my doorstep.

This is one application of IoT: analyzing my behavior pattern as a 
user of a benign, non-technical product, and leveraging that data 
to enhance the service capability of a more enterprising product.

The age of Amazon
Up until the 1950s, specialization was the name of the game. Most 
local stores were small, and each store sold a narrow range of 
products. You went to the butcher for meat, the grocer for pro-
duce, a shoe store for shoes, a dress shop for women’s clothing, 
and so on. Shopping could take hours because of all the separate 
stores to be visited.

The “supermarket” concept, which started gaining popularity in 
the 1960s, revolutionized the very concept of a “store.” Suddenly, 
one-stop shopping was the new normal. You could buy everything 
you needed in one place.

Amazon has taken the principle of the local supermarket and 
applied IoT to it in the following ways:

 » Global reach, no limits. Very rarely is something forever out 
of stock on Amazon. The company has a global network of 
distribution centers that share inventory information, finding 
you what you need in the most efficient and effective way.

 » Smart partnerships expand distribution. Apart from its 
own distribution centers, Amazon has partnered with 
“certified vendors” that provide their goods through the 
Amazon website. Customers get the security of an Amazon 
transaction but expanded selection. Amazon Dash buttons 
also allow certain vendors into your home through a small, 
branded button you can push to automatically place a 
custom order of that product. Dash represents partnerships 
infused with technology.
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 » Instant fulfillment. Not only is Amazon a one-stop shop, 
but it can fulfill your order within two hours in some cases. 
Amazon’s accelerated fulfillment and delivery options have 
enabled it to expand into food and other basic household 
items. Rather than offering only fun or luxury items, Amazon 
made itself a viable option to provide things like toilet paper, 
diapers, and food. Additionally, in January 2018, Amazon 
opened its first Amazon Go grocery store, the store that 
scans your Amazon Go app on your phone when you walk in 
and then tracks your interaction with a product, adding 
items to your virtual cart as you add them to your real one. 
Once you are done shopping, you simply walk out and your 
Amazon account is charged for your purchases.

Accessibility and incentive to utilize are two keys to IoT success. 
Amazon, and other major online retailers, connect you to the 
products you want and need, easily and efficiently.

Economy of entertainment
Apart from shopping in the traditional sense (exchange of goods), 
the availability of IoT has expanded the nature of commerce 
around entertainment.

The way people used to pay for and receive entertainment required 
them to leave their homes and find a theater where they would 
watch a movie, play, or concert with strangers at a designated 
time.

Technology has completely changed the way people pay for and 
receive entertainment. They can interact with entertainment 
from the comfort of their own homes, transforming their phones 
into movie theaters and stages.

For example, Netflix, HBO, Hulu, and other video-on-demand 
services operate on a subscription model and provide instant 
entertainment where you want when you want it. Spotify, Pan-
dora, and Sirius XM operate on the same premise to provide 
streaming music. YouTube has become a media platform, spawn-
ing creation of original content and connecting users to “social 
media celebrities.” These platforms carefully curate content that 
is based on your streaming habits: Duration, material, and themes 
all influence the media presented for your future consumption.
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Usage patterns aren’t only about paper towels — data on media 
consumption habits are just as valuable. The data provides insight 
into your interests as a consumer, both of media and potentially 
related products. After watching all the Harry Potter movies 
through 27 times on HBO, don’t be surprised if advertisements 
for Universal parks start popping up in your browser.

The same data can also be valuable to the financiers of these media 
forms. If movies starring Will Smith are streamed 40   percent 
more than movies starring other male leads on Netflix, it’s a safe 
bet that Will Smith will be a marketable marquee name for your 
next studio project. Digging one level deeper, you can also begin 
to establish your target audience. For example, if that 40 percent 
streaming boost came almost exclusively from males ages 24–40, 
you may want to make that Will Smith movie in the action genre 
rather than Hitch 2.

SPOTIFY
Here’s an example of how IoT creates a win-win for consumers and 
service providers. Spotify compiled an individual analytics page for all 
users (for free) at the end of 2017. It allowed you to view your most 
listened-to tracks, artists, and genres. The consumers allowed this to 
happen because they felt they were getting something useful.

In turn, the service used the collected information to target advertis-
ing on its site and to provide playback statistics to music producers. 
This kind of data enables artists and record labels to better under-
stand their audiences and adjust accordingly.

Such data is also useful to promoters and resellers (such as Ticketmaster 
and Fandango). The data can show them whom to target when the 
time comes to promote these artist’s events. For example, if 80 percent 
of users between the ages of 18 and 24 have streamed the soundtrack 
for an upcoming movie, the studio can search for the networks that 
score highest among that demographic and buy ad time. They know 
that they have an audience that is aware of their product, and they will 
get the most bang for their marketing buck.

This is the power of IoT: collecting and monetizing data that is already 
being produced through the utilization of various service offerings.
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The ease of access to media is a great example of incentivizing 
your user base to use the product and allow data collection. I don’t 
mind that Netflix knows how much Grey’s Anatomy I watch as long 
as I can keep watching whenever I want. Netflix gets the value of 
my user data, and I get the value of endless, quality, ad-free tel-
evision from the comfort of my couch.

The data collected on users of all these platforms is extraordi-
narily valuable to the content creators and curators, allowing 
tailored advertisement and marketing, but at the expense of con-
sumer privacy in many cases. Pay attention to each site’s privacy 
policies, and make sure they are acceptable to you.

Living in a Connected Home
Amazon Dash buttons. Nest thermostats. ADT security systems. 
Google Home. Each of these systems is a market leader in home 
IoT. The principle is simple: They connect your household to the 
Internet in exchange for enhanced control over your services and 
operations within the home.

Amazon Dash allows you to push a button connected to a particu-
lar product, placing an order with Amazon instantly. Nest Ther-
mostats allow you to optimize the efficiency of your home heating 
and cooling systems through customized pre-set programs and 
remote control capabilities. ADT connects you to your home at all 
times through a mobile and desktop application, allowing you to 
track who enters and exits your home and providing you with an 
activity log.

Systems like the Google Home, Alexa, and other automated assis-
tants become the hub for each of these individually connected 
components, integrating them into one voice command-enabled 
platform.

The way we are implementing IoT in the home allows us to remain 
connected to our house’s operations from wherever we may be. 
These enhanced functions contribute to a new “experience” of the 
home, enabled by IoT.

Smart Home
IoT, by its very definition, invades and evolves the home. It can 
connect you anywhere, at any time, to anything. Your home is the 



36      An Introduction to IoT For Dummies, ClearObject Special Edition

These materials are © 2018 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

headquarters of your life, where you begin and end most days, 
where you store most of your belongings, where you engage with 
recreational technology.

IoT can redefine the way you live within a home. It can enable you 
to have a space that is customized totally to your lifestyle and that 
makes real-time changes based on your activity.

Don’t believe me? Here’s an example. Say you are sleeping on 
a smart mattress. Don’t laugh  .  .  .  they exist. Rest Devices is a 
company that makes these for infants to track their sleeping  
patterns and display the data on a dashboard. For the purpose of 
the example, though, assume this technology applies to the bed 
of a working adult.

Based on the data collected throughout the night, the mattress 
knows you didn’t sleep well. Consequently, it begins connect-
ing to other devices in the home to adjust their performance 
accordingly.

The mattress sends an alert to your phone, informing the device 
you did not have a quality rest and could use a few extra minutes 
of sleep. Your phone has a GPS and mapping application that pro-
ceeds to analyze traffic patterns and determine the latest possible 
time you can leave for work.

Having determined your departure time, your phone then adjusts 
your alarm accordingly and reaches out to your coffee maker to 
ensure you have a strong brew waiting for you when that alarm 
finally goes off.

There is nothing worse than waking up to a cold, dark house in 
the winter. What if, having synced with the phone, coffee maker, 
alarm, and mattress, your house gradually turned on the lights 
and heated itself to a pre-set temperature for your wake-up time? 
That would make getting out of bed a little easier.

Every day, the house would get smarter. Machine learning enables 
connected devices to observe patterns, make adjustments, and 
then track your reaction to its predictive behavior. It learns from 
the way you interact with it, making its decisions more and more 
informed. What if the home system could notice you turn off 
certain lights upon waking up, and learns to stop turning those 
on automatically? What if your coffee pot could notice you never 
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drink more than one cup of coffee, and stops brewing an entire pot 
every day? The possibilities for its learned intelligence are vast.

This example may seem forward thinking in some ways, but it is 
not so far-fetched. Much of this technology already exists. It just 
requires a greater effort be made regarding gateways and data 
correlation.

Turning habits into data
What value does the data we produce through our habits within 
the home hold to outside vendors? Why does Bounty care how 
often I need to buy paper towels? Why does Folgers care how 
many cups of coffee I brew?

As I point out in the Spotify example earlier in the chapter, the 
ability to collect data on user habits is one of the most valuable 
assets a company can have.

The impact this has on our home life is far-reaching. Here are 
some ways consumer data is put to use: 

 » “Gamification” of utilities, for example, can give homeowners 
an incentive to live a more sustainable lifestyle by providing 
the technology that makes energy efficiency a norm. If you 
were to receive a 10 percent discount by keeping energy 
consumption under X amount, you would be happy to share 
data on your usage habits to prove compliance and secure a 
discount. This leads to a more energy-efficient home, and 
valuable data on energy consumption benchmarking.

 » IoT can connect the home to commerce sites for easier and 
more convenient product ordering, which benefits both the 
consumer and the vendor. For example, projects like the 
Amazon Dash button enable homeowners to instantly order 
goods that they are low on with the press of a button.

 » IoT-enabled appliances can provide advanced warning of 
impending problems. For example, performance and 
sustainability are greatly improved if your dishwasher can 
tell the repair technician why it isn’t working. Additionally, 
if the machine could warn the owner when it was about to 
leak, potentially costly flooding issues could be avoided.
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 » Habitual usage of certain products can help companies 
establish data patterns that inform their distribution and 
inventory practices. Say the Target stores in Indiana order 
500 boxes of Neutrogena sunscreen, and only sell 200 that 
year, all of them between May and August. However, Target 
stores in Arizona had to supplement their initial order of 
500 boxes with a second order of 300, since sales remained 
steady throughout the year. The following year, using that 
data, Target can work with its suppliers to better equip 
Arizona with that particular product and decrease initial 
spending in Indiana the following year.

Of course, opening your home as a live data stream poses secu-
rity risks. For example, the Amazon delivery service recently had 
a major vulnerability exposed that allowed a delivery person to 
access your home unmonitored. However, with the proper pre-
cautions, the value of the data can be fully actualized and the risks 
minimized.
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Chapter 7

IN THIS CHAPTER

 » Understanding where IoT is today

 » Looking toward the future of IoT

 » Getting on board

Ten IoT Takeaways

I hope this book helps you better understand what IoT is, how it 
can disrupt any industry, and how it affects your day-to-day 
life as a user.

This chapter provides you with ten high-level takeaways from the 
text. In other words, if you are just joining us, these are ten take-
aways will give you a good handle on the current state of IoT, what 
it could evolve into, and how to plug into the power of your data.

IoT Already Exists
The Internet of Things is like a light switch that’s already in place: 
It just needs someone to turn it on. The wiring is complete, and 
the circuits are ready to be connected. The Internet of Things is 
simply the catalyst to a greater understanding of connections that 
are already being formed, both consciously and unconsciously.

As I explain in this book, literally every “thing” is a data source. 
People are all living data sources. What IoT requires to be most 
effective is greater buy-in and a deeper understanding of how to 
accomplish total connectivity. If you have a smartphone, purchase 
products, or are employed at a job where you complete tasks, you 
are part of IoT. Begin exploring how to more effectively visualize 
and actualize the data that is all around you.
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Managed Services Companies  
Are Poised to Lead

Because of their unique position as “sticky” participants in many 
organization’s workflows and processes, managed services com-
panies are poised to lead the evolution to IoT connectivity due to 
their ability to access the data. They can provide boots-on-the-
ground knowledge about the inner workings of certain systems 
and establish points for potential improvement with the customer.

If I am a cloud provider who has been storing data for a company, 
I know all of the data sources that exist within the current struc-
ture, and I know where that data is stored. This makes me an ideal 
partner for any IoT venture because I already have access to the 
most important component of any solution — the data — as well 
as insight into that data’s functionality. I also have already con-
structed an environment that is compliant with the needs of that 
organization. Managed services companies should begin explor-
ing the needs of their current customers and start ideating IoT 
solutions with them.

IoT Enables a Total Economic Overhaul
IoT can enhance the processes that produce current revenue 
streams, create new revenue streams, and establish new bench-
marks for efficiency in every industry.

Chapter 5 shows that farming in the United States is responsible 
for $130 billion of the nation’s gross domestic product. If you can 
increase the output of the farms by even a small percentage, you 
increase that bottom line by millions of dollars.

In terms of new revenue streams, think of all the opportunity IoT 
presents for data monetization. If Netflix knows that 87 percent  
of the viewers streaming a certain show are between 24 and 
28 years old, they can sell that data back to the content creator, 
who can use it to leverage ad prices during that show’s time slot.

These methods generate new revenue from your company with 
little to no upfront investment required. Your process and prod-
ucts are already creating these data streams simply by being 
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in use. Capture that data and improve your bottom line with 
informed benchmarking.

Security Demands Your Attention
Data sharing and gateway creation make systems valuable, but 
they also make them vulnerable. There have been several security 
breaches related to IoT and counteractive legislation created in 
response.

Don’t build beyond your capabilities. It is essential that you 
ensure your system’s integrity above all else. Just because you can 
connect a component to your network does not mean you should. 
Evaluate the necessity of that component’s data and your ability 
to adequately protect and process that data before plugging in.

The Pros Outweigh the Cons
The value of the data that IoT correlates, collects, and distributes 
far outweighs the risks associated with IoT implementation. Con-
necting objects and users to data streams and deploying the full 
might of analytics, machine learning, and cognitive technology 
with that data enables innovation. Although you must be wary 
of the potential risks, you can work to proactively address them 
while actively embracing the endless potential of IoT.

Incentivize users to overlook the potential drawbacks to their 
participation by illustrating the full value of their data. Gamifica-
tion of the data collection, or simply visualizing and sharing the 
result with those who helped generate the data, ultimately illus-
trates the power of participation.

User Experience Will Ultimately 
Determine IoT’s Success

Making technology easy to use, and even incentivizing its use, 
ultimately enhances the experience of the user and the value 
to the manufacturer. The ideal IoT environment represents 
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sophistication and simplicity coexisting in a perfect user-friendly 
data producing system. Data is produced when users interact 
with the technology or allow it to access their data, and then used 
intelligently to continually improve the user experience in a posi-
tive feedback loop.

An example of just how important friendly UI/UX experiences are 
is the competition between the Zune HD by Microsoft and the iPod 
touch by Apple. Both were portable devices, capable of executing 
a variety of applications, surfing the web, and storing multiple 
gigabytes of music. However, the Zune was discontinued in 2011 
while the iPod touch is still going strong. If these two products 
were capable of the exact same functions, why is one alive and 
the other dead?

Microsoft had been dealing with a lack of cohesive mobile plat-
forms, and the Zune had a dated browser that simply didn’t seem 
functional to users. The Zune seemed to be a stand-alone com-
ponent in the middle of a disjointed system, but by contrast the 
Apple iPod had a massive app store, fast processing power, and a 
bright, icon-filled interface. People enjoyed using an iPod; it was 
an experience. That determined its success.

Keep your end-user in mind at all times. Function is not enough; 
experience must be valued.

Less Is Actually More
Don’t over-engineer solutions. Getting people to buy into IoT 
ultimately defines its success, so make sure that your solution 
delivers value but is not overwhelming. IoT can be intimidating, 
especially when you realize that its full value relies on large-
scale changes. Remember that even small changes, such as sen-
sor implementation or new analytics software, can have a huge 
impact on your business. Don’t get so caught up in trying to get 
all the data at once, in one fell swoop.

Imagine receiving an email asking you to fill out a customer sat-
isfaction survey for your new car. The email promises to take only 
five minutes of your time, and in exchange you will get a $100 
rebate. You click the link and begin answering questions.
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As you go through the survey, the questions become more com-
plicated. What started as a simple “On a scale of 1–10, rate your 
Nissan Sentra” becomes “What is the make and model of the 
car?” “Does the car have a 2.5 liter DOHC 16-valve, 2-cylinder 
engine?” and “What model radio system is in the dash?”

What began as a “customer satisfaction survey” has now devolved 
into a data inquiry about your specific vehicle. I don’t have the 
answers on the top of my head. I am likely to exit the survey with-
out completing it, meaning no data is collected. Keep your solu-
tion simple, keep it short, get what you need in baby steps, and 
pave the way for further data collection down the road.

All Industries Can Reap  
the Benefits of IoT

This book touches on only a few of the industries that IoT can 
revolutionize, but no industry is immune to IoT. From agriculture 
to industrial manufacturing, the variety of industries currently 
experimenting with IoT proves that the more things you can con-
nect, the more valuable the data produced by each thing.

Track assets, monitor machine performance, collect and store 
documentation, automate public transportation, analyze opti-
mum growth conditions for crops, remotely diagnose engine fail-
ure, and check out of a grocery store without ever waiting in line. 
IoT changes the total experience of every industry by allowing 
participants to better understand how to succeed in that business.

IoT Requires Examining  
How Everything Works

Obviously, people manage to exist from day to day within the 
status quo. Companies run. Trains run. Cars move. However, IoT 
opens up to the art of the possible. It demands that people ques-
tion the way things work, examine how they do what they do, and 
understand where they have trouble or lack insight. IoT redefines 
what is possible.
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Think about the Keurig. At the end of the day, it delivers the same 
thing as a traditional Mr. Coffee pot: a hot cup of joe. However, 
one of these coffee makers provides you with a single cup of hot 
coffee in three minutes, while the other takes 10 to 15 minutes and 
leaves you with 8 to 12 cups.

Keurig identified how a coffee maker was working, and then asked 
how it could work. What the company came up with disrupted an 
entire industry and paved the way for additional market innova-
tions: the coffee pod, reusable pods for traditional grounds, and 
so on. Keurig delivered a more personalized, custom coffee expe-
rience by examining a process and identifying areas for potential 
improvement. A Mr. Coffee eight-cup pot works just fine, and it 
gets you what you need, but is there a better way?

That is the principle of IoT innovation: A system doesn’t have to 
be broken to benefit from IoT. It can simply be enhanced.

The Time Is Now
No matter how small, no matter how large, begin to implement 
some flavor of an IoT solution into your business. Build your solu-
tion in an iterative fashion, leveraging partners that emphasize 
secure, intelligent design to ensure that your solution continually 
evolves with your business. If you are unsure where to start, find 
an expert to serve as your guide and partner. Understanding that 
your data is valuable, even if you don’t quite know how or why 
yet, is the first step.
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